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Haveyou or your loved one beena victim
of the recentspateof scams?

Two SUTD-affiliated startups are at the
forefront of cybersecurity and fraud
prevention. Find out more about them In
the next few pages.

You can also catch up on what you had
missed in the 1st quarter of exciting
entrepreneurshipeventsin this issue.
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Silence Laboratories is a cybersecurity
spinoff that utilizes state of the art
cryptographic algorithms and proprietary
signal processing technology developed
from yearsof researchled by Dr JayPrakash
(CEO)and a team including Dr Tony Quek
(Chief ScientificOfficer), Andrei Bytes and
world-leadingexpertsin mobile computing,
security,anddesignscience.

Their solution maximizes security while
providinga fully reimagineduserexperience
of Multi-Factor Authentication (MFA) -
removing all the hassle associated with
current MFAsolutions. SilenceLaboratories
saysthat the MFAsof the new agewould be
moreaboutproofsandseamlessness.

Many concerns have been raised about
security in the cyber landscape. Security
measures like the now-standard 2-Factor
Authentication- previousoptions we could
avoid using - are now part of our daily
activities. We are now subjectto the hassle
of continuousauthenticationaswe undergo
rapid digital transformation. Despite these
heightened security implementations,
cyberattacksstill occureversofrequently.

Silent Auth, a human-centric MFA solution
providedby SilenceLaboratories,utilizesan
ecosystem of proofs with underlying
proprietary technology to revolutionize
authentication.

They include proof of co-location, proof of
possessionand proof of liveliness. Simply
put, an authentication process would
require evidence that a user is nearby,
possessesthe authentication token and is
not a robot. While the solutionmight sound
complex,usingit is definitely not ςwith its
boasted features of silent, invisible, and
convenientauthentication.

The team explains that the biggest
weaknessof cybersecurityis the underlying
user behaviouralproblem, especiallyin the
caseof thosewho are lesstech-savvy. Their
solution raises the technical difficulty of
cyberattackswhile simultaneouslyenabling
users to effortlessly leveragethis security
solutionconsistentlyandeffectively.

As good as the solution sounds,the team
still did facesomechallengesin bringingthis
product to market. One major challenge
sharedwas the establishmentof credibility
andshiftingto a newmodality.

SUTD-affiliated cybersecurity startupsfighting the battle
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Prevention is always
better than cure!

How do more prominent clientsknow if the
solution is reliable for a cybersecuritystart-
up trying to make its mark? Furthermore,
users tend not to appreciate security
solutions until they have been
compromised. Therefore, the start-up has
speciallyrequested to make an appeal to
our audienceςto seekasmuch support as
possible to help them gain traction. They
havebig plans: venturinginto decentralized
authentication, which provides even more
securityfeaturessuchastotal authenticator
recovery, decentralizedsecurity processes
andwider offeringsto decentralizedassets.

Silent Auth and its variants (Silent Shard,
Silent Rideand Silent Login)have received
good traction from digital wallets,
exchanges,mobility SaaScompanies and
fintech firms for integrations partnerships.
Thesolution won the SingaporeBlockchain
InnovationChallengesand hasbeenbacked
by community support such as through
GitCoin.

With such a disruptive technological
offering in such an opportune period of
digital transformation, Silence Labs is
undoubtedly placed in an exceptionally
advantageousposition to pave the way in
cybersecurity and become a premier
cybersecurityenterprise.

If you would like to be part of their journey,
youcanconnectwith the teamhere.

An authentication start-up born out of
boredomduringthe COVIDcircuit breakerς
that is MetaTag. During the circuit breaker,
Dr Soroosh Daqiqeh Rezaei, an SUTD
researcherwith a mechanicalengineering
background,started watchingvideosabout
mechanicalwatchesand planned to get a
lesscostlypre-ownedone.ΨIƻǿdo I ensure
this is a realǿŀǘŎƘΚΩThisquestionsparked
the problem-solving engineer and
entrepreneur in him. He started reading
about authentication methods and
engagingthe problemby askingmanywhat-
ifs. A revolutionarysolutionwasborn with a
researchIP (IntellectualProperty) that was
readyto hand.

The solution: MetaTag ςpatent-pending
nano QRcode tags that can be transferred
onto smallitemsandassetsfor trackingand
management in a digital inventory. You
might be thinking:άƧǳǎǘQRŎƻŘŜǎΚέ

https://www.linkedin.com/company/silencelaboratories/?originalSubdomain=sg
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ά¢ƘŜǊŜΩǎa huge untapped potential in 3D
printed optics at the nanoscopic scale,
which hasenabledcustomizableand highly
miniaturized digital tags such as these.
While software scamsare on the rise, one
shouldcontinue to keepan eye on fakesof
physicalgoods.έ

Learn more and connect with MetaTag
here.

It is, however, not as simple as it seems.
Developing this solution requires a deep
understanding of nano-optics and
metasurfaces as materials interact
differently with light at the nano level. And
evenwith the IPon hand,optimisingthe tag
fabrication and transferring process was
anotherchallengeto overcome.

MetaTagdifferentiatesitself from its similar
competitors through its multi-level security
and easeof authentication. In addition to
the QR codes on the surface tag, several
other security layers are hidden within.
These layers utilise metasurfaces to
manipulate light, allowing multiple
holograms to be encoded simultaneously.
Thisis only possiblewhen all the layersare
successfullycombinedinto one. Theteam is
now awaitinga patent for this technology.

Given these multiple layers of information
to verify, thesetagsarenearlyimpossibleto
duplicate, and there will be no reason to
worry about counterfeits anymore. Even
with such complex information encoding,
MetaTag does not require specialised
scanningequipment for authentication. All
it needsis a mobile phone with a separate
affordable macro lens, and anyone can
easilyauthenticateandtracktheir product.

The start-up is looking to venture into the
watch authentication market as a starting
point. It is now exploringmore usecasesfor
its solution, includingart, jewelleryand the
ΨƘƻƭȅƎǊŀƛƭΩ- medicine. While the field of
medicinehasa largeaddressablemarket as
fakedrugscause700,000deathsper year. It,
however, poses many challengessuch as
regulations, process throughput and the
availability of biocompatible materials for
safety.

https://metatag.tech/
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What better way to learn more about
startup ventures than to simulate running
one yourself. In February, in partnership
with Momentum Academy,VIE conducted
BUILDSomething2022 - a 2-day 'Electric
Vehicle(EV)Startupin Indonesia'simulation
workshop.

Theworkshopexposedparticipantsto new
sectorsin the AsiaPacificand startup best
practices.

The workshop was hands-on and
experiential. Participants gained insights
through simulation exercises covering
startup strategy, budgeting, customer
centricity, prototyping 101s, negotiation
andcrisismanagement.

Some snippets from what participants
learnt:

"We gaineda better understandingof how
to drive innovationin traditional sectors."

"We learnt how to prepare for disruption
andpositionfor it."

"It wasfun andexciting!"

Here are some highlights ofour first quarter!

What a busy Q1!
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In March, graduatestudentshad a shot at
what it takesto be entrepreneursduringthe
Graduate Entrepreneurship Masterclass
(GEM).

Kudosto the 9 teams for completing the
SUTDVentureBuilding(VB)programme!

The 3-month program that was run in
partnership with EnterpriseSGculminated
in a showcaseto a panel of experienced
entrepreneursandinvestors.

The teams wowed the panel with polished
pitches & businessideas that range from
sustainability, EdTech and ArtTech to
healthcareandsocialenterprise.

A big shoutout to the programme
instructors and mentors: Kong SoonChak,
Eldon Teng, Wee Jin Tan, Andeed Ma,
ChristinaLee,CheeBengOng,AtsushiTaira,
GustavoLiuandPatrickNg.

The graduates came up with innovative
ideasrangingfrom roboticsand 3D printing
to AIandsustainability.

Severalparticipants have been so inspired
andwill be workingon their ideas.


